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Simon and its (bigger) brothers

Many lightweight block-ciphers have been proposed recently 
(PRESENT, KATAN, LED, PICCOLO, TWINE, …), all offering  
very similar performance with security guarantees

Simon came with no security guarantee (nor any crypt-
analysis), but with an impressive performance for many 
platforms

Because of its performance, SIMON is a natural favorite for 
NIST and/or ISO standardization

We need an academic competitor to Simon !



What is Skinny ?

Skinny is a tweakable block cipher with following goals:

• SW/HW performances equivalent to Simon

• With security proofs regarding differential/linear attacks

• Flexible key/tweak/block sizes 



Skinny design

AES-like design 

But:

• Subtweakey added only to half of the state

• Constants reduced to very minimum (LFSR produced)

• Sbox is very light (almost PICCOLO Sbox)

• Mixcolumns extremely light (binary matrix with only three XORs)

• Tweakey schedule uses new LFSR based tweak separation

• Order of operations is SB – AK – ShR –MC, with no whitening key



Bounds on the number of active Sboxes

With so weak internal components, it is very unlikely that 

we obtain good security … especially in related-key model
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Bounds on the number of active Sboxes

Because Simon is an &RX design:

• it is very hard to get bounds on the best differential paths

• impossible as of today for 128-bit block versions

• impossible as of today in the related-key model



Performances

Round-based ASIC implementations:

Bitslice implementations:



Challenge: can you do better ?

Number of bitwise operations per plaintext bit


